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BHHNICABTEET, EEENCOREEHRITIATEZ LR, FEAEBYFEA.
Kerberos SSO ExtensionTRAS Y ELILLADTYEY I Z BT ICIE U TOFIBCRVET,

1. IRATEEZSSOTO 770V DA RS LB t9 23> T. domainRealmMapping&W3 4 7Yt o M EBMUET,
A7 VU NI4T E T Dictionaryl(CLET,

2. COHEATITIMDF—FLILLDLHT (AXF) [CRELET,

3. COFEFT I/ MDERENNETHRELE T, 1TOEDER. KerberosLJL LD &H (NXF) U ERBEICEUZ R %
FFEY. 2D2EDER. COLILAICHUTERENBERR AV AICL. 558 XRICEVF RE[TET, BEICHLUT
[RIESENIVES:®

FHICOWVTIE. Kerberos@RFa Ay MM(BEEE) #BBLTLEE W,

Kerberos> > JILH 1> 4 ExtensionI—H 44/ | 2019%F12A 12


https://web.mit.edu/kerberos/krb5-1.12/doc/admin/conf_files/krb5_conf.html

Enterprise Connectho 1T

TS

Kerberos SSO Extensionld. F#DikaEZ 15, 2 < DM THEMAINTLSEnterprise ConnectlCBEEH3Y—ILTY,
Enterprise Connecth5Kerberos SSO Extension(Z#1T3 3 & A LD T UATOFIETRTIZEHNTETET,

1. TREODENterprise Connect® 7O 771l LREDHEEEZIRH T S. Kerberos SSO ExtensionDiER7O7 7L %
ERLET,

2. Enterprise Connectz7>1>A—=JLLZXT,

3. HLLKerberos SSO ExtensionDiEM7O7 7/ ILEEALXT,

4. A—4—[cKerberos SSO Extensionlc 1>/ LTESVET,

HEDOMacd> Ea—4%mac0S 10.15(c7v 7 I L—R I3 2Bk TKerberos SSO Extension\OBTHREIC/:S

bHlFTI37<  Enterprise ConnectldmacOS 10.15THIEE [CHBEL X T, 7272 L. RIEMIC[FEnterprise Connecths
BITIBZLEFELTEVTLESL,

BIIHNEYITRARVWEGS
Kerberos SSO Extensionld. Enterprise Connectz ZFIRAHROAZHOBBO —_—A & FHTEDTIHN UTOERHEFIC
%% 934/ TIE. Enterprise Connecth 5BITTERV. FIZBEAHICUMBITTETRVGELHVET,

o IRIEMEMMI(CmMacOS 10. 14 E#H L IMacd Y Ea—9HEET BEE. NS0 X7 LTlEEnterprise Connect%
%U.macOS 10.15% & L=Macad> Ea—9D#H%ZKerberos SSO Extension(Z#fTLTLTZE L, Kerberos SSO
Extension& LU BETZHER IO 7 70)L (3. macOS 10.15%BH L T=MacI> E1—5 DH THEBELZ T, Kerberos
SSO ExtensionZ AT 3(Z(F. macOS 10.15[C7yFIL—RUTLIZZE L,

o I—H—EREMDMERE HR—MLTVWELMacBERY—ILEFERL TV S8,
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Kerberos SSO ExtensionDEBR7O771IILZ{ER TS

Kerberos SSO ExtensionTl3. Enterprise Connect®#EHR7O7 7L EREDOER TOT7 7ML ZER T I HEH
HUET, BESFEVDENterprise ConnectDBRTOT7ILICH DS DRIBFZREF—LRAZDE DM, Kerberos
SSO Extension®7O77MILICEABRINTVET, £9(d. UTDKerberos SSO Extension&Enterprise Connect®
RIBREF—OMEREEIL TSV,

Enterprise Connect

adRealm

HEOJ 1> (F74ILNTER)

disablePasswordFunctions

passwordChangeURL

passwordExpireOverride

passwordNotificationDays

prepopulatedUsername

pwRegComplexity

pwRegHistory

pwReglLength

pwRegMinimumPasswordAge

pwReqText

synclLocalPassword

FECCTEBEINTWRLEnterprise Connecti8M 707 7ML OREREF—EHVET, BEINTLLBVEDICIE,
Kerberos SSO ExtensionTld BRI oT=1EE

Kerberos SSO Extension

Realm

allowAutomaticLogin

allowPasswordChange

pwChangeURL

pwExpireOverride

pwNotificationDays

principalName

pwRegComplexity

pwRegHistory

pwReglLength

pwRegMinAge

pwReqgText

synclLocalPassword
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Enterprise ConnectZ7 > 1> AM—=ILT 3

180> Ea—4TKerberos SSO Extension&Enterprise ConnectzERFCETI D2 &ETEHE R A Kerberos SSO
Extensionlc#&4TUTz5. Enterprise ConnectE 7> A Y AR—)LUTLIES WV, 7oAV RAM—IL B RTT B (C(d. BEIEEIERD
WETY, Enterprise Connectz7 > AV AM—ILTBI(CIE UATOFIEICHEVET,

Enterprise Connect 2.0

1. 9=ZFINT7 TV r—2arzEE L. RED0J 1> LTWd - —"launchctl unload /Library/LaunchAgents/
com.apple.ecAgent ] &ZEfTUT. Enterprise ConnectI—Yz> h&7>O—RULET,

2. 9=ZFNT TV —a =EFH U, Tkillall Enterprise\ Connect\ Menuis&AAUT, Enterprise Connect Menu
ExtrazfTULET,

3. 77V r—>ar 174V 9h5Enterprise Connect7? 7)o —>a zHIBRUET,

4. Enterprise Connect®launchd .plist(/Library/LaunchAgents/com.apple.ecAgent.plist) Z&IFRLE T,
Enterprise Connect 1.9.5 i

1. #—ZFI7 7V —>3>Tlkillall Enterprise\ Connecti&EAAUT, Enterprise Connect&#& T ULET,

2. 77045 =232 1749 hsEnterprise Connect7 7)o —2a>zHIBRLE T,

FHRIC(F. ED/N—TY 3> DEnterprise ConnectBHEIBRTEZ T FILRAIUTIDBEHINTUVET,

Enterprise Connect® 2T M)A

Enterprise ConnectTl3 FEDAAR Y MIREUERICRV VT NeERITTEET, HIZ . Enterprise Connecth &t
TOtR%ZFET LD, - —H N\ RT—REBEETURIC. 29U TN EITTEET, Kerberos SSO ExtensionTld.
Enterprise Connect& &S5 HETAIU TN EMEL, RV SN EEETIR2EEHBY F A KD AR NEERIC
Distributed NotificationZ*ELE J. BIOTOERZHARTZ 2L T. 2OE MZEY YA LTOBHINRES NSRRI T
EETIBLIICTEHT, HICOVWTE. FAED BERKEE t/ Y a ESRBLTKED L,

BRI, Enterprise Connect®24)F R A& Kerberos SSO ExtensionTRIZD#EE % # D Distributed Notifications
DI HERTT,

Enterprise Connect Kerberos SSO Extension

auditScriptPath com.apple.KerberosPlugin.InternalNetworkAvailable
connectionCompletedScriptPath com.apple.KerberosPlugin.ConnectionCompleted
passwordChangeScriptPath com.apple.KerberosPlugin.ADPasswordChanged

XykhD—oHHF

Kerberos SSO Extensionld. 2y hD—oHEF (A——D Ry D=0 KR—LT1 LI RNIRE) DMIBEHR—FLTVEEA,
ZHULRKBEDFEAL R RV T INTRIRTEEYT,
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FNNARAEER7O7741)L : ExtensibleSingleSignOnKerberos (335E8)

developer.apple.com/documentation/devicemanagement/extensiblesinglesignonkerberos?language=objc

ENMWNTFNARERTOM VYT 7LV R (FEEE

developer.apple.com/business/documentation/MDM-Protocol-Reference.pdf

FNAREERTO7741)L :ExtensibleSingleSignOnKerberos.ExtensionData (%55

developer.apple.com/documentation/devicemanagement/extensiblesinglesignonkerberos/extensiondata?
language=objc
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Kerberos SSO ExtensionTld. I—H'—hH/NRAT—REZEUEED. BERXYRNT—IONF O SAUICHoTEBERE,
LT R MRE U T=BCDistributed NotificationsZRX{ETEXY, BEE IRV TN T IV —2ar a2 E-T
ZNESDEME) YRV U BHDRESNESRIUTMOI I IT Y RBEDTI S avEETTEET,

KT GEBRAEESNBRCZRO U TRERIZTTYRERITTER YV FILRYYTNTY, LaunchAgentTOS 1 > 1—4—
ELTETISH. LaunchDaemonTroot&E LTEITUTLKEZ WV, ZORV VT MI2DDNS A= BIGEITZILEHLHWVET,
« -notificationld. ')wX2> 9 3Distributed NotificationD&FI T, 13R—ITHIZHRLTLIEZ L,

« -actionld. Distributed Notificationh&E SN TzB¥CEITT 373> TF, HlZ 1L sh /path/to/script.shi&EUET,

2OV T NEETTBICR. TAOYNAOIT Y RIA Y=L AV ANIILTRRENBVET, Y—ILDIV AN\ =
[3Apple Developert A b S AFTEXT,

#!/usr/bin/swift
import Foundation
class NotifyHandler {

// Action we want to run, like a shell command or a script

public var action = String()

// Runs every time we receive the specified distributed
// notification
@objc func gotNotification(notification: NSNotification){
let task = Process()
task. launchPath = "/bin/zsh"
task.arguments = ["-c", action]

task. launch()

// MAIN

let scriptPath: String = CommandLine.arguments.first!

// -notification is the name of the notification you are listening for

guard let notification = UserDefaults.standard.string(forKey: "notification") else {
print("\(scriptPath): No notification passed, exiting..")
exit(1)

// -action is the action you want to run. This can be a shell

// command, script, etc.

guard let action = UserDefaults.standard.string(forKey: "action") else {

print("\(scriptPath): No action passed, exiting..")
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Y2 FILAO) T~ — Enterprise Connect®7 14> A~M=IL

ZOHFUTINRIVTNE EDN—T 3> DEnterprise ConnectTET VAV ARN—=ILTEX T, MacEBY1—2arvhs
ETT2H. FETRITLTLIESI WV, ZORT) T MErootEfR CEITTIHELNHUET.

#!/bin/zsh

# Unload the Kerberos helper from versions of EC prior to 1.6

if [[ -e /Library/LaunchDaemons/com.apple.Enterprise-Connect.kerbHelper.plist 11; then
launchctl bootout system /Library/LaunchDaemons/com.apple.Enterprise-Connect.kerbHelper.plist
rm /Library/LaunchDaemons/com.apple.Enterprise-Connect.kerbHelper.plist

fi

# Remove the privileged helper from versions of EC prior to 1.6
if [[ -e /Library/PrivilegedHelperTools/com.apple.Enterprise-Connect.kerbHelper 1]; then
rm /Library/PrivilegedHelperTools/com.apple.Enterprise-Connect.kerbHelper

fi

# Remove the authorization db entry from versions of EC prior to 1.6

/usr/bin/security authorizationdb read com.apple.Enterprise-Connect.writeKDCs > /dev/null

if [[ $? —eq @ 1]; then
security authorizationdb remove com.apple.Enterprise—Connect.writekDCs

fi

if [[ -e /Library/LaunchAgents/com.apple.ecAgent.plist 1]; then
# Enterprise Connect 2.0 or greater is installed

# Unload ecAgent for logged in user and remove from launchd

loggedInUser=$(scutil <<< "show State:/Users/ConsoleUser" | awk '/Name :/ && ! /loginwindow/ { print $3 }')
loggedInUID=$(id -u $loggedInUser)

launchctl bootout gui/$loggedInUID /Library/LaunchAgents/com.apple.ecAgent.plist

rm /Library/LaunchAgents/com.apple.ecAgent.plist

# Quit the menu extra
killall "Enterprise Connect Menu"

fi

# Finally, remove the Enterprise Connect app bundle

rm —rf /Applications/Enterprise\ Connect.app

© 2019 Apple Inc. All rights reserved. Apple. Apple®0O3, Mac. macOS, Safarild. ¥EH LD E 4 TER S NIApple Inc. DEIETT, iPadOSIFApple Inc.OBEIETY,
IOS[FXREH LU DELICH 13 CiscoNFIRE FERHIRTHY. SAEVRACEEIE/AINTVEY, COERICRBETNTVZ ZOMORREELUHAR. RETZEHOEIR
THIHELBIET, BRARBFELEEINZHENBVET, COERIBRREOH 2ENELTRHINET, AppleBZOEROERICETZI—YOBEEEZAVE A,
2019%12R8
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